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SOFTWARE COMPONENTS OVERVIEW 

Host System Software Component Description 

Face Verification module Service for facial verification and door control 

System monitoring module Batch program to monitor the system activity and detect and alert of system faults and/or restart controller Controller 

Time and attendance output Direct output of each access to external systems by file exchange or serial output 

User administration module Windows application to administer users and perform facial registration 

Event viewer/reporting module Windows application to provide access to controller events and perform reports 

Face Verification Monitoring module Windows application to monitor the current face recognition activity on the controller with video, face detection and 
verification results in real time 

Troubleshooting module Windows application to address system issues per user and provide resolution procedure 

Configuration module Windows application to configure controller location for client and remotely configure the controller settings 

Client PC 

Help Module On Line Help for overall system usage, administration 

 
DETAILED SOFTWARE COMPONENTS 

Module Type Feature Description 

Service implementation Application packaged as a windows service launched at startup  

Card/Keypad driven face recognition Face verification based on serial number card reading or keypad input 

Security Profile management Administrator can define different security level groups based on time of day, day of week, access point  
Face Verification 

Time and attendance output Direct output of each access to external systems by file exchange or serial output 

Hardware Failure Monitoring Monitor failure of wall mount unit (no communication) or video (no video input) 

Force open detection Ability to measure if door is left opened continuously for a time out period 

Verification Software Monitoring Monitor activity or hang up of face verification module 

Software Watch Dog Restart the face verification module if software failure detected 

Hardware Watch Dog Restart the controller and interface board if Hardware failure detected 

System 
Monitoring 

Alert management Log in event log any failure, send email to contact or generate sound 

Administration of users Search, browse, edit , delete, add user details 

Administration of user photos Add user faces through connection to controller video 

Backup, Recovery facility Ability to backup and restore the entire staff details, photos and features to zip file 
User Admin 

Import Facility Ability to initialize the staff details from a text input file, comma delimited 

Connection to controller Ability to connect and monitor one controller verification 

Display of live Video Display of live video on 2 controller wall mounts 

Display of face recognition results Display of current face recognition results 

Face Verification 
Monitoring 

Remote opening of door Action to remotely open the controller door 

Browsing through events Search, browse, events. 

Search criteria Multiple search criteria per person, card number, access result, score  

Sort criteria Ability to sort results by time, person,… 

Reports Multiple reports including time in/out reports available 

Report export Export of report contents to PDF, Excel, Text 

Event Viewer 
Monitoring 

Customizable report Ability to configure and add a custom report selecting source (staff details, events), sorting and search criteria and 
fields in tabular form 

Hardware issue troubleshooting Step by step interactive guide to address hardware issues (test door opening, reader, interface board, video) 

Face detection troubleshooting Test interactively face detection for a single user facing issues and adjust face detection threshold per user 

Face recognition troubleshooting Reporting of overall FR results with:  
  • Drill down on users with most face rejections  
  • Add on of lowest score photos  

Troubleshooting 

  • Resimulation of overall face recognition performance by matching with existing events 

Client configuration Set connection parameters to server (server IP address or name) 

Configuration 
Server configuration Set IP address and mode, database location, security thresholds, Face detection thresholds, video parameters, 

Maximum number, duration of events stored, Door opening time, Force open alarm timeout, Verification output for time 
and attendance (mode, parameters) 

Windows Help file Packaged as a standard help file 

Help Help contents Help on: Installation of system, Configuration of system, Usage of system, Administrative tasks, Troubleshooting 
procedure 
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